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—=  CYBERSECURITY JUMP-START
~ ONLY $3,500!

Don’t know where to start?2 Our cybersecurity
jump-start package includes a perimeter vulnerability
assessment for up to five active external IP addresses

and a cybersecurity rapid assessment.
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Taking a proactive approach to SERVICE FREQUENCY e i
Secur“'y managemenf IS every Perimeter vulnerability assessment Annual °
’ -

manUfOCturer S Obllgahon. Cybersecurity rapid assessment Annual °
That includes engaging in several key measures Internal vulnerability scan Annual o
to properly identify and address risks. Many of P . Monthly
these measures are the absolute, basic minimum . e .

Perimeter configuration review Annual
requirements that simply cannot be overlooked.

Email phishing test Annual
Whether your business manages your security risk
. 4 . 9esy fy NIST cybersecurity assessment Annual
in-house, engages an outside resource, or relies on a
combination of inside and outside assistance, these Incident response and handling A
basic security measures must be performed and Comprehensive vulnerability analysis ~ Annual
managed. To help provide assistance and deliver Security briefings Quarterly

flexibility, Wipfli offers the following packaged
STARTING AT | STARTING AT | STARTING AT

services to better meet your security needs. $395 PER $795PER | $1,695 PER
MONTH MONTH MONTH

Wipfli’s security experts can help determine the best package for you,

based on the maturity of your information security program. WI PFLi

Contact Jeff Olejnik at 952.230.6488 or jolejnik @wipfli.com for more information. CPAs and Consultants
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MANUFACTURING SECURITY ESSENTIALS

Wipfli’s security professionals
have extensive experience in
the manufacturing industry,
bringing practical solutions
and real-world perspective.

Service Descriptions

Email phishing tests

You've implemented policies and

Perimeter vulnerability assessment
Understanding risks to your network starts

with a perimeter vulnerability assessment procedures to safeguard your information

designed to assess the vulnerability state
of your Internet-facing systems from the
perspective of an outside attacker. Using
state-of-the-art, best-of-breed commercial
and open-source tools, we will help find
the risks associated with your Internet-
exposed systems.

Cybersecurity rapid assessment
Wipfli’s security experts will work with you
to complete a rapid assessment of your
cybersecurity controls. Utilizing custom
surveys and interviews, we will get a
snapshot of your security posture and
provide recommendations to manage risk
to acceptable levels.

Internal vulnerability scan

Using an industry-leading networking
scanning application, we'll assess

the security of your internal network
environment to detect known vulnerabilities
and identify anomalies such as missing
patches, common vulnerabilities and
configuration issues, weak passwords, and
account and password policies.

Perimeter scans

Wipfli’s network scanning solution

utilizes a best-of-breed scanner to identify
vulnerabilities associated with out-of-date
software and misconfigured systems. A
great supplement to your annual perimeter
vulnerability assessment, these monthly
scans can identify common network
vulnerabilities of your perimeter systems.

Perimeter configuration review
Harden and secure your essential network
devices such as firewalls, switches, and
routers. Looking at the actual configuration,
Wipfli will access the inner workings of
the device and produce a more detailed
analysis of its vulnerabilities than through
scanning alone.

and technology assets. Now test your
employees’ awareness of and compliance
with those policies. Our email phishing
tests are designed to entice users info
divulging information, accessing systems,
executing code, or performing other actions
prohibited by your policy.

NIST cybersecurity assessment

Provide management visibility into

your organization’s current state of
preparedness. Using the industry-leading
framework, we will help you assess your
organization’s current maturity levels for the
five key domains of cybersecurity-Identify,
Protect, Detect, Respond, and Recover-and
highlight areas for improvement.

Incident response and handling
Wipfli’s incident response team is there

for you 24/7 to help isolate, contain, and
eradicate incidents should they occur. We'll
work swiftly to minimize the impact to your
business and provide forensic investigation
support, if needed. A dedicated email
address and phone number are provided to
your business to report incidents.

Comprehensive vulnerability analysis
Wipfli's security experts will conduct a
thorough test and analysis of the technical,
physical, and administrative controls

that protect your business. Vulnerabilities
are prioritized and include actionable
recommendations for remediation to make
sure you are allocating resources wisely.

Security briefings

Quarterly briefing calls will be conducted
to discuss any questions or issues

regarding the security initiatives impacting
your business. Your dedicated security
professional can answer questions
regarding assessment findings, remediation
efforts, new regulatory guidance, and new
trends and threats in the security landscape.

You'll benefit from:

SEASONED NETWORK

8)\& SECURITY ENGINEERS

6 24/7 ACCESS
TO EXPERTS

L—v/  CUSTOMIZED,
R\ EASY-TO-READ REPORTS

— ACTIONABLE
= | RECOMMENDATIONS

TESTS TAILORED TO THE
UNIQUE RISK AND CONTROL
ENVIRONMENT OF YOUR
BUSINESS

wipfli.com/manufacturing



http://wipfli.com/manufacturing

