CYBERSECURITY
SOLUTIONS
For Health Care

In 2018 alone, 15 million patient
records were breached.1
Let’s face it, health care is ground zero for cyber and information
security threats. Even in an ever-increasing landscape of regulatory and
statutory requirements, hacking, phishing and insider threats continue to
plague the health care industry. All too often, health care security officers
lack the resources needed to properly mitigate risk and manage an
organizational security program.
Let Wipfli assist you with your security and privacy challenges. Leverage
our realistic, affordable solutions to help your organization:

•
•
•
•

Satisfy regulatory compliance
Manage risk
Meet business demands
Gain peace of mind
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Wipfli’s security professionals
have extensive experience
in the health care industry,
bringing practical solutions
and real-world perspective.
You’ll benefit from:
Certified security
professionals
Access to qualified
specialists
Customized, easy-to-read
reports
Actionable
recommendations
Tests tailored to the unique
risk and control environment
of your organization

Let’s get started.
Wipfli’s security specialists help you determine the best solution for your organization,
based on your current information security program.

wipfli.com/healthcare-cyber

CYBERSECURITY FOR
HEALTH CARE

Service Descriptions
HIPAA Security Risk Assessment
Wipfli assists your organization with completing
a HIPAA security risk assessment. This includes a
review of your administrative, physical, technical
and operational controls and delivers a formal
report outlining your risks and recommended
corrective actions. You also receive a one-year
subscription to the software Wipfli uses to aid in
risk-mitigation activities.
Privacy Assessment
Not sure whether you are complying with the
HIPAA Privacy Rule requirement? Our experienced
health information management professionals
perform onsite or remote assessments of your
privacy program and provide you with realistic
recommendations for improvement and/or
compliance.
Policy and Procedure Development
Develop your security and privacy policies and
procedures with Wipfli’s health care templates.
These templates contain best practices and
are designed to be easily modified to fit your
organization. If you need assistance, Wipfli can
help you adapt them to your organization.
Cybersecurity Testing
Wipfli recognizes that security is a moving target,
with new risks, threats and vulnerabilities surfacing
daily. We bring a profound understanding
of the cybersecurity landscape, along with a
comprehensive suite of cybersecurity testing
services designed to examine the effectiveness of
your controls, as well as identify vulnerabilities and
deficiencies that could put your organization at
risk. These services include:
• Social engineering testing
• Cybersecurity risk scorecard
• Vulnerability scans and assessments
• Penetration tests
Incident Response and Handling
Wipfli’s incident response team is there for you
24/7 to help isolate, contain and eradicate
incidents should they occur. We’ll work swiftly
to minimize the impact to your organization and
provide forensic investigation support, if needed.
A dedicated email address and phone number are
provided to your organization to report incidents.
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HITRUST Services
Whether you are considering or required to
become HITRUST certified, look no further. Wipfli is
one of the longest tenured assessor organizations
for HITRUST, and we have many years of
experience helping organizations plan for and
become HITRUST certified. Our team of Certified
Common Security Framework Practitioners assists
your organization with:
• Gap/Readiness Assessment
• Validated Assessment
• Remediation Assistance/Coordination
• Interim Assessment
• Validated Assessment Client Assistance
Emergency Preparedness
Are you complying with the CMS Emergency
Preparedness Rule? Wipfli assists your
organization with preparedness, mitigation,
continuity and recovery. Our experienced
emergency management consultants help you
develop or update your Emergency Operation
Plan and your Hazard Vulnerability Assessments
(HVAs), as well as provide training and exercises
tailored to your organization.
Security Advisory and Mentorship
Wipfli security consultants assist your organization
with the ongoing development of a formal
information security program, as well as mentor
and advise your security personnel on the
management of the program.
Security Briefings
Quarterly briefing calls cover any questions or
issues regarding the security initiatives impacting
your organization. Your dedicated security
professional answers questions about assessment
findings, remediation efforts, new regulatory
guidance, and new trends and threats in the
security landscape.
More Cybersecurity Services
• Service Organization Controls (SOC)
examinations
• Business continuity/disaster recovery program
development
• NIST cybersecurity framework
• Incident response plan development and
support
• Forensic readiness
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