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PRO-TIP: Avoid installing software from “aggregation” 
sites such as download.com, softpedia.com, filehippo.com, 
etc. Third-party installers can carry additional payloads in 
addition to the software you intend to install.

http://wipfli.com
http://download.com
http://softpedia.com
http://filehippo.com
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TIP 3: 
Secure Your Postal Mail 

Postal mail can provide a wealth of information for a bad 
actor intent on identity theft. Account statements, bills, greeting 
cards, and other physical mail pieces can be the start of a 
campaign to steal your identity. The Post Office delivers over 
506 million pieces of mail every day, each of those having the 
potential to assist in identity or other forms of theft. 

What can you do?

•	Use	the	letter	slots	inside	your	Post	Office	for	your	mail,	use	
outdoor secure boxes at your Post Office, or hand it to a 
letter carrier.

•	Pick	up	your	mail	promptly	after	delivery.	Don’t	leave	it	in	
your	mailbox	overnight.	If	you’re	expecting	checks,	credit	
cards,	or	other	negotiable	items,	ask	a	trusted	friend	or	
neighbor	to	pick	up	your	mail.

•	If	you	don’t	receive	a	check	or	other	valuable	mail	you’re	
expecting, contact the issuing agency immediately.

•	If	you	change	your	address,	immediately	notify	your	Post	
Office and anyone with whom you do business via the mail.

•	Don’t	send	cash	in	the	mail.

•	Tell	your	Post	Office	when	you’ll	be	out	of	town,	so	they	can	
hold your mail until you return.

•	Report	all	suspected	mail	theft	to	a	Postal	Inspector.

•	Consider	starting	a	neighborhood	watch	program.	By	
exchanging	work	and	vacation	schedules	with	trusted	friends	
and	neighbors,	you	can	watch	each	other’s	mailboxes	(as	
well as homes).

•	Consult	with	your	local	Postmaster	for	the	most	up-to-date	
regulations	on	mailboxes,	including	the	availability	of	locked	
centralized or curbside mailboxes.

•	Consider	installing	a	USPS–approved	locking	mailbox	to	
secure	your	incoming	mail	or	obtain	a	Post	Office	Box	for	
secure delivery.

•	If	your	zip	code	is	eligible,	sign	up	for	USPS	Informed	
Delivery	informeddelivery.usps.com/box/pages/intro/start.
action which will send images of most incoming mail to your 
email address This allows you to see when important mail is 
soon to be delivered. 

http://wipfli.com
http://informeddelivery.usps.com/box/pages/intro/start.action
http://informeddelivery.usps.com/box/pages/intro/start.action


wipfli.com4© 2017 Wipfli

http://wipfli.com


wipfli.com5© 2017 Wipfli

http://wipfli.com


wipfli.com6© 2017 Wipfli

TIP 5: Digital Communications continued

http://wipfli.com
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TIP 6: Privacy and Security Abroad  continued

1		 At	all	national	borders,	including	the	U.S.	border	for	U.S.	citizens,	your	rights	(including	the	fourth	amendment)	are	subject	to	“reasonable”	searches,	including	at	international	airports.	Border	agents	can	
take	your	devices,	clone	them,	and	take	steps	to	compel	you	for	system	passwords	and	encryption	passwords.	Identity	theft	is	often	a	crime	of	opportunity.	Don’t	be	a	vacationer	who	presents	a	thief	with	
that	opportunity.	Your	personal	information,	credit	and	debit	cards,	driver’s	license,	passport,	and	other	personal	information	are	the	criminal’s	target.

2		 Export	control	laws	concerning	sensitive	equipment,	software,	and	technology	(including	encryption,	a/k/a	The Wassenaar Arrangement	security	testing/hacker	tools	are	also	forbidden	and	illegal	in	
some countries. The Electronic Frontier Foundation published an article on the topic titled “Defending Privacy at the U.S. Border: A Guide for Travelers Carrying Digital Devices.”

3		 Using	numbers,	symbols,	and	a	mix	of	upper-	and	lowercase	letters	in	your	password	makes	it	harder	for	someone	to	guess	your	password.	For	example,	an	eight-character	password	with	numbers,	
symbols, and mixed-case letters is harder to guess because it has 30,000 times as many possible combinations than an eight-character password with only lowercase letters.

 
4	 Be	prepared	to	turn	on	and	off	devices,	and	present	all	removable	media	for	customs	officials.	You	may	be	asked	to	decrypt	data	for	inspection	at	international	borders.	In	some	countries,	withholding	

your password is a criminal offense.

5	 The	primary	purpose	of	reporting,	though,	is	for	local	crime	statistics	to	drive	increased	policing	in	the	area	making	it	a	safer	place	for	you	and	anyone	visiting	in	the	future.

http://wipfli.com
http://www.wassenaar.org/about-us/
https://www.eff.org/wp/defending-privacy-us-border-guide-travelers-carrying-digital-devices
https://www.eff.org/wp/defending-privacy-us-border-guide-travelers-carrying-digital-devices
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TIP 8: 
Teach Your Kids to Be Good Online Citizens  

The	Internet	is	a	wonderful	place	for	kids	to	learn,	play,	and	
discover, but it can also be a dangerous place if not used 
properly and under supervision. As parents, we must teach our 
kids	how	to	safely	use	the	Internet	and	how	to	be	good	 
online citizens. 

What can you do?

•	Talk	to	your	child	about	the	potential	dangers	online.

•	Spend	time	online	together	to	teach	your	kids	appropriate	
online behavior. Pay attention to the sites they use, and show 
interest in their online communities and friends.

•	Explain	the	implications	of	their	online	choices.	Information	
that is shared, including pictures, emails, and videos, can 
be easily be distributed to others and remain permanently 
online. Things that could damage their reputation, 
friendships, or future opportunities should not be  
shared online.

•	Protect	your	children	from	cyberbullying	by	limiting	where	
and what they can post about themselves and family. Teach 
them how to respond if they witness or are a victim to 
cyberbullying. Visit cyberbullying.org for more information.

•	Keep	the	computer	in	a	common	area,	not	in	individual	
bedrooms,	where	you	can	watch	and	monitor	use.	This	isn’t	
about trust; it is about protection and open communication.

•	Be	aware	of	all	the	ways	kids	connect	to	the	Internet.	
Phones, tablets, gaming systems, and even TVs have become 
connected;	teach	your	kids	how	to	use	each	of	these	 
devices safely.

•	Set	up	a	separate	account	on	your	computer	for	your	
children to use that does not have administrator control if 
possible. This will prevent software programs, including 
malicious	software/malware,	from	being	downloaded	
without	the	administrator	password.	Do	not	share	this	
password	with	your	kids.

•	Utilize	parental	controls	on	all	Internet-enabled	devices	
to	filter,	monitor,	and	block	inappropriate	activity.	
Onguardonline.gov gives an overview of the different 
types of parental controls. Most Internet service providers 
(ISP)	have	tools	to	help	you	manage	your	children’s	online	
experience,	including	blocking	inappropriate	websites	and	
providing	enhanced	security	features	(e.g.,	pop-up	blockers).	
There is also third-party software available that will allow 
you	to	more	closely	monitor	and	control	children’s	online	
activity and notify you when a violation occurs.

•	Review	the	privacy	settings	on	social	networks,	cell	phones,	
and other social tools your children use and decide together 
on which settings provide the appropriate amount of 
protection.

•	Stay	current	with	the	technology	your	children	use.	The	
online world is constantly changing. It is important to 
understand the technology your children are using and the 
potential	dangers	that	may	be	introduced.	Be	involved!

•	Know	who	to	contact	in	an	emergency.

•	If	you	know	of	a	child	in	immediate	risk	or	danger,	call	law	
enforcement	immediately.	Report	instances	of	online	child	
exploitation	to	the	National	Center	for	Missing	&	Exploited	
Children’s	cyber	tip	line.	Reports	may	be	made	24	hours	
a	day,	7	days	a	week	at	cybertipline.com or by calling 
1.800.843.5678.

http://wipfli.com
http://cyberbullying.org
http://cybertipline.com
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TIP 11: 
Use Strong Passwords and a Password Manager to Store Them 

Passwords	are	naturally	subject	to	many	different	attacks.	
Shared	password	conventions	can	increase	the	likelihood	of	
passwords	being	guessed.	Shorter	passwords	of	dictionary	
words	with	few	or	predictable	numbers	(e.g.,	the	year)	and	
not	using	all	types	of	complexity	are	easily	cracked	with	freely	
available	tools	and	inexpensive	graphics	cards.	Using	the	
same	password	for	multiple	accounts	greatly	increases	the	risk	
of a breach of many accounts after the breach of one. 
 
What can you do?

Avoid	your	username,	the	same	password	with	just	a	different	
digit, seasons, and other easily guessable aspects to your 
password. Instead, use a passphrase. A passphrase is a 
sentence that you can easily remember. The longer your 
passphrase,	the	stronger	it	is.	Making	your	passphrase	strong	
can	limit	the	success	of	humans	and/or	computers	in	guessing	
your	passphrase.	Using	only	simple	sentences	is	becoming	
less effective with the decreasing cost of consumer graphics 
cards, which allow up to 10 trillion guesses to be attempted 
each second. Always use strong, unique passphrases for each 
separate account secured by a password. 
 
How to make a strong passphrase

We start with a normal phrase that means something only to us 
so	we	can	remember	it.	Do	not	use	common	quotes	from	books	
or other cultural artifacts. Write it down, including spaces.

Super	best	phrase	of	pass	that	only	I	can	remember.

Add capitalization in odd places: SupEr	best	pHrase	of	paSs	
that Only I caN remember

Add numbers: SupEr7best90	pH32rase	of	paSs	th00at	Only	I	
c4aN	rem9ember

Add special characters: (!@#$)(*&%<>?”:{}|][,./;’	):	
SupE$r7best90	pH32&rase”	of	paSs:	th00at	O,nly	I	c4aN	
re;m9ember

That	looks	too	hard	to	remember	so	we’ll	simplify.

SupE$r	best90	paSs:

Finally, we should type it into a window that will not save our 
work	but	will	allow	us	to	read	what	we	have	typed	a	few	times	
to	engage	muscle	memory.	Now	that	we’ve	typed	it	a	few	
times,	we	have	an	idea	of	how	we’d	usually	mess	up	typing	
the passphrase, which we use as part of our muscle memory 
when	typing	out	the	passphrase.	Destroy	any	written	copy	of	
this password-generation process that we started with. We now 
have a strong passphrase that we can remember. 

Once you have created strong and unique passphrases for all 
your various accounts how will you remember this myriad of 
information?	This	is	where	a	“password	manager”	application	
helps.

A password manager stores all of the passwords for each 
of your accounts, allowing you to remember only one strong 
passphrase	used	to	access	the	password	manager.	Some	
passwords managers also have the ability to generate random 
passwords for you, then store those random passwords, and 
recall them on demand. Password managers generally use 
strong encryption to secure your “database” of passwords.

Here	is	a	non-extensive	list	of	password	managers,	as	of	
August	29,	2017,	from	Wikipedia:	en.wikipedia.org/wiki/
List_of_password_managers.

Recently,	some	hardware-based	password	storage	devices,	
such as the Mooltipass themooltipass.com, have become 
available and can provide more secure, portable, and easily 
accessible password management.

http://wipfli.com
http://en.wikipedia.org/wiki/List_of_password_managers
http://en.wikipedia.org/wiki/List_of_password_managers
http://themooltipass.com
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TIP 12: 
Secure Your Mobile Device  

Technology	advances	have	allowed	mobile	devices	to	work	
wonders in the palm of your hand. Mobile devices such as 
smartphones	have	made	it	easier	to	surf	the	Internet,	check	
emails,	VPN	into	work,	and	even	shop	online	from	almost	
anywhere. When you add all the stored data on a mobile 
device with all of its features and abilities, you get an 
incredibly valuable piece of technology, which is why so many 
people say they cannot live without them.

Many	people	wouldn’t	trust	their	best	friend,	let	alone	a	
stranger, to use their smartphone. This is why mobile device 
manufactures have implemented security controls such as 
passwords and timeouts. When a smartphone is stolen or 
left behind—which is becoming more and more common—
the	odds	of	getting	it	back	are	pretty	slim.	That,	combined	
with the access capabilities and data stored on the device, 
explains why most companies consider a stolen or misplaced 
mobile device a security breach and implement controls and 
policies to remotely wipe the device of the wealth of sensitive 
information it contains. 

What can you do?

•	Use	strong	passphrases	(see Tip #11).	Refrain	from	using	
pattern passwords because they are easy to guess. Most 
mobile	device	screens	contain	skin	oils,	making	the	
password pattern visible.

•	Set	a	timeout	of	no	longer	than	two	minutes,	requiring	a	
password	to	unlock	the	device.	Better	yet,	immediately	lock	
the	device	when	you’re	finished	using	it.	This	keeps	your	
device safe from not only thieves, but also nosy friends and 
family members.

•	Encrypt	the	SD	card.	This	keeps	your	data	safe	even	when	
your device is lost or stolen.

•	Backup	the	data	on	your	device.	How	many	phone	numbers	
can you actually memorize if you needed to re-create your 
contact	list?	Backups	are	especially	important	in	the	event	
your device is ever lost, stolen, or wiped. 

•	Install	anti-malware	software	to	protect	your	mobile	device	
from	viruses,	key	loggers,	phishing	websites,	and	other	
malicious activity. Many anti-malware applications also 
give	you	the	ability	to	track	your	device	through	GPS	and,	
if necessary, wipe the device remotely. Most anti-malware 
software	vendors	include	many	other	features	as	well.	Check	
out av-test.org to compare offerings from various vendors to 
find	what	works	best	for	you.	

http://wipfli.com
http://av-test.org
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TIP 15: 
Don’t Forward Chain Emails  

Email has become a part of daily life for most, but what many 
people	don’t	know	is	how	easily	email	can	be	taken	over	by	
hackers.	Chain	email	messages	are	digital	contents	that	are	
sent	through	email	networks.	A	chain	message,	or	chain	email,	
is	defined	as	any	message	sent	to	one	or	more	people	that	asks	
the recipient to forward it to multiple others and contains some 
promise of reward for forwarding it or threat of punishment for 
not. Other chain messages may include a “survey,” a list of 
questions	intended	for	a	recipient	to	answer	and	send	back.	
This	survey	may	seem	harmless	and	fun,	when	actually	you’ve	
just	provided	answers	to	most	or	all	of	your	security	questions	
that a malicious actor can now use to gain access to your 
accounts. More information about the history of chain letters 
can be found here en.wikipedia.org/wiki/Chain_letter. 
 
Why do people start off a chain email?

•	To	see	how	far	a	letter	will	go

•	To	harass	another	person	(include	an	email	address	and	ask	
everyone to send mail)

•	To	damage	a	person’s	or	organization’s	reputation

•	To	trick	people	into	revealing	their	credentials

•	To	trick	people	into	sharing	answers	to	common	 
security questions

•	To	trick	people	into	sending	money	to	the	fraudster

What can you do?

•	Educate	your	kids	so	they	recognize	messages	that	are	 
over-the-top or unbelievable.

•	Don’t	worry	about	messages	with	scary	subjects—for	
example,	“If	you	don’t	get	this	to	10	more	people,	you	will	
die in two days”; these are hoaxes.

•	Delete	any	chain	email	messages	you	receive;	do	not	
forward them to anyone.

•	If	you	know	the	person	who	sent	you	the	mail,	you	can	
respond to the sender with a request to not be included in 
the future.

•	Block	or	mark	as	junk	email	addresses	that	send	unwanted	
emails.

http://wipfli.com
http://en.wikipedia.org/wiki/Chain_letter
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TIP 16: 
Secure Your Wi-Fi with the Same Password Rules You Use for Your Computer  

Your Wi-Fi password is broadcast over the air every time you 
turn	on	your	computer.	Hackers	can	trick	your	computer	into	
resending	the	password	any	time	it’s	connected,	and	they	can	
do it from across the street. When they see the password has 
been	sent,	they	can	go	home	and	let	their	computer	break	it.	
The	time	it	takes	to	crack	your	password	could	be	five	minutes	
or five months, depending on its complexity. When they 
come	back,	will	the	same	password	still	work?	Once	on	your	
network,	they’ll	be	able	to	watch	everything	you	do	online	or	
engage	attacks	against	the	computers	on	your	network.

Many	routers	or	access	points	by	default	have	weak	or	
no	security	enabled	for	the	Wi-Fi	connection	and	a	weak	
password	for	the	device’s	management	interface.	These	need	
to be changed from their defaults to more secure Wi-Fi settings 
and	longer,	more	complex	passwords.	Your	network’s	Wi-Fi	
connection	is	a	potential	entry	point	for	attackers.	Know	how	to	
secure it or engage the assistance of someone who does.

 

What can you do?

•	Review	familiarize	yourself	with	your	device’s	documentation	
and	know	how	to	access	its	configuration,	usually	through	a	
web browser.

•	When	configuring	the	settings	for	the	Wi-Fi	network	use:

–	 A	network	name	that	does	not	identify	you	or	your	 
network	personally.

– A strong Wi-Fi password or passphrase.

–	 Use	WPA2	encryption	at	a	minimum.	Do	NOT	use	WEP.

•	Change	the	device’s	management	password	to	something	
other	than	the	password/passphrase	used	for	the	 
Wi-Fi	network.

•	Refer	to	Tip #11	to	create	strong	passwords/passphrases.

•	If	you’re	uncomfortable	configuring	your	Wi-Fi	device	get	
help	from	someone	knowledgeable.

http://wipfli.com
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TIP 18: 
If You Aren’t Using Data Encryption, You Should  

All of the information we send and receive across the Internet 
is valuable. The data on your computer, tablet, or smartphone 
is	certainly	valuable,	and	you	should	take	steps	to	protect	it.	
Computers	can	be	configured	with	full	hard	drive	encryption.	
Portable devices can usually be encrypted as well as their 
internal,	removable	storage	devices	like	SD	cards.

Cloud	storage	services	like	Dropbox,	Box,	and	OneDrive	are	
holding your files for you and they are typically encrypted 
in	transit	and	at	rest	at	the	provider.	But	these	services	also	
potentially	have	access	to	the	encryption	key,	typically	your	
login	password.	Consider	what	would	happen	if	everyone	in	
the world had access to your cloud storage folder. Would they 
be	able	to	get	into	your	bank	account?	Would	they	know	when	
your	house	is	empty?	Encrypting	this	information	before	storing	
it in the cloud will provide a second, self-controller level of 
safety to help prevent this information disclosure in the event of 
a breach. 

What can you do?

•	For	your	computer,	tablet,	and	smartphone,	it	is	important	to	
enable	encryption	on	your	storage	devices	(FDE,	or	full	disk	
encryption). For Windows computers this can be enabling 
BitLocker	encryption.	For	Macs	FileVault	2	supports	FDE.

•	For	your	tablet	and	smartphone,	enable	encryption	on	the	
device.	For	iOS,	using	a	password	on	your	device	enables	
encryption by default. Android is a little more complicated 
but well worth the effort.

•	If	you	need	to	use	a	cloud	storage	service,	create	a	secure	
container within your cloud storage that only you can access. 
Wipfli recommends 7-Zip 7-zip.org.	It’s	a	free,	open-source	
file encryption and compression software program.

•	Follow	these	steps	to	create	a	secure	container	inside	your	
cloud	storage	that	only	you	will	have	access	to.	Detailed	
instructions with examples can be seen at northeastern.
edu/securenu/sensitive-information-2/how-to-use-7-zip-to-
encrypt-files-and-folders/.

–	 Download,	install,	and	launch	7-Zip.

–	On	your	computer,	create	a	folder	that	you	would	like	to	
store encrypted files in.

–	 Right-click	this	folder	and	select	7-zip,	then	Add	to	
Archive.

–	 This	will	bring	up	a	new	window.	Make	the	following	
changes	in	this	window:

–	 Change	Archive	format:	to	“zip”

–	 Enter	a	password.	(See	Tip #11 for recommendations 
on selecting a password.) Please	note:	This	password	is	
critical to securing your data and should be at least 20 
characters long, with letters, numbers, and symbols.

–	 Under	Encryption	method,	choose	“AES-256”

–	 Click	“OK”	once	you	are	satisfied	with	your	password.

– Once you have created this encrypted container, you can 
add files to it by dragging them to the file and dropping 
them	in.	If	you	are	using	a	service	like	Dropbox,	Box,	
or	OneDrive,	the	changes	will	be	copied	to	your	cloud	
backup.

http://wipfli.com
http://7-zip.org
http://northeastern.edu/securenu/sensitive-information-2/how-to-use-7-zip-to-encrypt-files-and-folders/
http://northeastern.edu/securenu/sensitive-information-2/how-to-use-7-zip-to-encrypt-files-and-folders/
http://northeastern.edu/securenu/sensitive-information-2/how-to-use-7-zip-to-encrypt-files-and-folders/
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TIP 19: 
Don’t Use Public ANYTHING for Sensitive Information  

Many	coffee	shops,	airports,	hotels,	printing/shipping	
companies, and libraries have computers and Wi-Fi for public 
or	guest	use.	Certainly,	these	can	come	in	handy	when	your	
computer	battery	is	dead	or	you	are	on	a	road	trip	and	didn’t	
bring your laptop or you have a bad cell signal.

Whatever	the	reason,	if	you	find	yourself	thinking	about	using	
a	public	computer	and/or	connections,	you	may	want	to	
think	again.	Some	public	computers/networks	may	not	have	
protections	like	antivirus	software	and	firewalls.	But	even	more	
important,	you	don’t	know	what	was	installed	prior	to	your	
session	on	the	computer.	There	is	no	lack	of	opportunity	to	
install	key	loggers,	remote	access,	or	other	monitoring	tools	
on public computers, so when unsuspecting persons use the 
computer	and	log	in	to	their	email,	Facebook,	or	banking	sites,	
the	credentials	are	harvested	without	any	indication.	Be	careful	
when using public Wi-Fi; this is an opportunity for man-in-
the-middle	attacks,	whereby	your	traffic	could	be	captured,	
snooped,	replayed,	etc.	(even	if	you	use	SSL/TLS	to	connect	
to	the	site).	Additionally,	the	wireless	network	you	connect	
to	may	not	be	what	you	think	it	is.	Some	attackers	will	use	a	
device	like	the	Wi-Fi	pineapple	to	spoof	the	names	of	wireless	
networks	that	your	device	may	be	looking	for	(see Tip #4).

It is also important to understand what you are agreeing to 
when you sign up to use a free service or publicly available 
computer or connection. Almost every service or software you 
will ever use is accompanied by an end user license agreement 
(see Tip #17).

What can you do?

Avoid using public computers if at all possible. Though some 
are	managed	better	than	others,	you	just	don’t	know	the	real	
state	of	that	particular	computer,	nor	do	you	know	how	well	it	
is	protected.	You	may	want	to	think	twice	about	even	printing	
documents. If the document has sensitive information, is the 
hotel	computer	or	printing/shipping	computer	the	best	one	
to	use?	Keep	in	mind	that	even	loading	a	document	on	a	
computer and printing it can leave copies of that document 
on	the	computer,	the	print	server,	and	the	printer	itself.	So	it’s	
better	to	be	safe	than	sorry	and	avoid	using	public	computers!

If	you	need	a	network	connection,	use	a	VPN	to	connect	back	
to	the	office	first	or	back	to	your	home.	There	are	providers	that	
offer	VPN	services	for	this	exact	reason.	Don’t	forget	to	vet	the	
VPN	provider,	and	know	how	it	works	and	what	they	promise	
to do or not do.
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PRO-TIP: Backup	your	data	(see Tip #10)!	If	you	do	get	
infected with ransomware there is no way to recover your 
data	unless	you	pay	the	criminal’s	ransom	(which	you	should	
never	EVER	do).	Unless,	of	course,	you	had	a	backup.
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TIP 21: 
Install and Update Antivirus Software  

One	of	the	top	methods	of	computer	attacks	comes	from	
malicious	software	(malware),	to	the	extent	that	there	are	tens	
of millions of new pieces of malware each year. Malware 
can be transmitted to a computer from file downloads, email 
attachments,	USB	thumb	drives,	and	other	removable	media.	To	
make	matters	worse,	malware	is	often	disguised	as	something	
safe	or	even	helpful	like	antivirus	software.

 
What can you do?

Install	antivirus	software.	Use	a	product	that	is	going	to	address	
all	types	of	malware.	A	lack	of	anti-malware	software	leaves	
the	system	vulnerable	to	a	very	common	and	prevalent	attack	
vector.	Attackers	often	use	malware	to	gain	access	to	a	system,	
capture	key	strokes,	or	utilize	the	system	as	part	of	a	botnet.	

Choose	a	reputable	antivirus	manufacturer6	(e.g.,	McAfee,	
Sophos,	Symantec,	AVG,	eSet).	With	these	products,	you	get	
what	you	pay	for.	With	each	new	iteration	of	malware	just	
around the corner, you need a team of dedicated professionals 
to	keep	the	software	effective	making	a	paid	subscription	
is	well	worth	it.	Next,	use	that	subscription	and	keep	the	
software	and	the	virus	definitions/signatures	up	to	date.	Use	
auto-update	options	within	the	software	to	check	at	least	daily	
for	updates	to	both.	Some	days,	vendors	release	hundreds	of	
new	definitions/signatures	throughout	a	given	day.	Timing	is	
everything	if	a	new	piece	of	malware	is	on	the	rampage!	

Any	time	you	use	USB	thumb	drives	(or	other	removable	
media), run a full scan on it. Often you will have such an 
option	if	you	right-click	on	the	drive	letter	in	your	explorer	

window.	Be	sure	this	is	the	first	thing	you	do	after	connecting	
it	to	your	system.	Keep	in	mind	that	portable	media	like	USB	
devices	can	carry	all	sorts	of	malware,	so	make	sure,	even	
before	plugging	it	in,	that	you	know	where	it	came	from.

This also holds true for email. All email attachments should 
be scanned before they are opened. Even though antivirus 
software may filter your email before it gets delivered to you, 
take	the	extra	step	to	scan	again.	You	may	have	this	option	by	
right-clicking	on	the	attachment,	or	some	antivirus	programs	
will	scan	as	soon	as	you	attempt	to	open	them.	Know	how	your	
version	works.	Either	way,	give	it	another	scan.

“Which	antivirus	software	should	I	use?”	Want	to	know	who	
the	best	is?	Visit	av-comparatives.org or av-test.org/en. They 
run	many	different	types	of	tests	against	various	AV	vendors’	
software	and	on	different	types	of	platforms.	Check	it	out	and	
see	what	could	work	for	you!

6	 Recently	the	FBI	has	opened	an	investigation	of	Kaspersky	Labs	and	is	recommending	both	government	agencies	and	private	companies	discontinue	use	of	

Kaspersky	software:	engadget.com/2017/08/21/fbi-kaspersky-lab-private-sector/
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TIP 22: 
Use Multifactor Authentication Wherever Possible 

Many	doors	have	many	locks.	Think	of	the	door	with	many	
different	types	of	locks.	If	one	is	good,	more	is	better.	The	
same	should	be	said	of	the	keys	that	we	apply	to	the	digital	
things we want to protect. The first level of authentication, 
providing that you have the right to access a file such as a tax 
return, picture, or document, is your password. A password is 
something	you	know,	which	grants	you	access	to	whatever	you	
protect	with	your	password.	But	sometimes	passwords	can	 
be	taken	or	guessed.	If	you	want	to	increase	the	level	of	
protection	on	sensitive	items	such	as	email,	online	banking,	
password managers, and any other application, there is a 
second layer of protection you can add. This is referred to as 
multifactor authentication. 

Multifactor authentication allows many layers of security to 
protect	sensitive	information.	Think	of	a	safe	in	your	house.	You	
have	to	be	able	to	unlock	the	door,	know	the	location	of	the	
safe,	then	have	the	key	or	combination	to	access	the	safe.	This	
puts many obstacles in the way of someone who does not have 
permission to access your safe. And it combines different things 
that are needed to access the safe. Multifactor authentication 
works	in	the	same	fashion	by	combining	the	many	different	
types of information that are needed to access a resource. The 
following are examples of types of authentication methods you 
can	apply:

•	Something	you	know:	A	picture	you	remember,	a	password,	
a PIN

•	Something	you	have:	An	app	on	your	smartphone,	a	device	
that	you	plug	in,	a	token,	etc.

•	Something	you	are:	Fingerprints,	speech,	retina,	etc. 

The factor portion of multifactor authentication is an important 
piece of this equation. You create unauthorized access to 
what	you	want	to	protect	when	you	take	two	elements	(such	
as	something	you	know	and	something	you	have)	and	require	
them both to access the information. This is referred to as 
two-factor authentication. The more you combine elements, the 
less	likely	it	is	that	someone	will	be	able	to	access	information	
without your permission.

 
What can you do?

Check	for	websites	that	allow	multifactor	authentication,	 
and enable this feature. A good amount of popular  
websites	such	as	LinkedIn,	Facebook,	Google,	Dropbox,	 
and many more support at least two-factor authentication. Visit  
twofactorauth.org for more information and a detailed list of 
websites that support this feature.

More current devices are allowing users to register fingerprints 
as a “something you are” method of authentication. In most 
cases this also requires a password that is needed if the device 
is	restarted.	Keep	in	mind	that	a	fingerprint	can	be	combined	
with a PIN or password for increased security.

In our current living environment, smartphones are at our side 
all day. Many applications can produce a one-time password 
or	PIN	to	access	websites	and	unlock	applications	(such	as	
password managers). One of the most popular applications is 
Authy, which is available from the Apple and Android stores; 
others	exist.	Google	and	Microsoft	both	have	their	own	apps	
available.	Check	with	the	sites	and	apps	you	are	enabling	
two-factor authentication on to see what they support or 
recommend.

PRO-TIP: Enable	2FA	on	EVERYTHING!	 
Especially your email and social media accounts.  
Check	twofactorauth.org to see which services support it.

http://wipfli.com
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TIP 24: 
Be Aware of and Alert to Scams  

In the past we have been conditioned to ignore requests 
that involve sending money to a foreign diplomat in order to 
receive	a	large	inheritance	from	a	relative	we	never	knew	
(because	they	never	really	existed).	As	our	world	becomes	
more complex with new technology and more efficient ways of 
getting	things	done,	so	do	scams	like	these.	Now	the	scammers	
are	saying	they	represent	the	IRS,	technical	support,	or	even	
distant relatives.

While most of these requests are trusted because they appear 
legitimate	on	the	surface,	it	is	important	to	make	sure	of	this.	
Most often these requests would be made to you by a method 
other	than	the	telephone.	Some	of	these	requests,	such	as	
requests for technical support, would be made by you rather 
than others. 

 
Recent Examples

•	Scammers	from	India	target	Unites	States	residents	posing	
as	the	IRS	forbes.com/sites/kellyphillipserb/2017/04/10/
police-arrest-millennial-behind-multi-million-dollar-irs-phone-
scam/#299b0b986ffc.

•	Scammers	pose	as	Microsoft	technical	support	tricking	
victims into giving them access microsoft.com/en-us/wdsi/
threats/support-scams.

What can you do?

•	Establish	another	method	of	contact	(cell	phone	number,	
alternate email address, etc.,) that is not publicly available.

•	Check	your	computer	and	mobile	devices	regularly	 
for malware. 

•	Check	for	suspicious	charges	to	your	credit	card.	Question	
charges that do not correspond to products or services  
you purchased.

•	Don’t	trust	caller	ID	or	email	addresses.	These	can	be	
spoofed, so it is important to have another way to verify. 
Callbacks	are	appropriate	if	you	have	a	number	for	
contacting them that was not provided to you from  
the scammer.

If you believe that you have been contacted by one of  
these scammers, or if you have been a victim of this 
type	of	scam,	reporting	it	to	agencies	such	as	the	FTC	
ftccomplaintassistant.gov	or	calling	1.877.FTC.HELP	will	allow	
you	to	provide	information	to	protect	against	future	attacks	on	
you and others.
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TIP 25: 
What to do if you’re HACKED! 

It’s	happened.	However	you	manage	to	find	out:	fraudulent	
credit card charges, bill collector calls, loss of access to online 
accounts…	someone	has	hacked	you	or	you’re	the	victim	of	
identity theft.

 
WHAT NOW?!

The 2017 Identity Fraud Study,	released	by	Javelin	Strategy	&	
Research,	found	that	$16	billion	was	stolen	from	15.4	million	
U.S.	consumers	in	2016,	compared	with	$15.3	billion	and	
13.1 million victims a year earlier. In the past six years identity 
thieves	have	stolen	over	$107	billion.	Identity	theft	is	big	
business and you could be next.

A swift response after the incident has been identified can limit 
damage	to	your	credit	and	reputation	AND	make	resolution	
quicker	and	easier. 
 
What can you do?  
(Excerpted from IdentityTheft.gov A Recovery Guide)

1. Call the companies where you know fraud occurred.

•	Call	the	fraud	department.	Explain	that	someone	stole	
your identity.

•	Ask	them	to	close	or	freeze	the	accounts.	Then,	no	one	
can add new charges unless you agree.

•	Change	logins,	passwords,	and	PINs	for	your	accounts.

You might have to contact these companies again after you 
have	an	Identity	Theft	Report. 

2.  Place a fraud alert and get your credit reports.

•	To	place	a	fraud	alert,	contact	one	of	the	three	credit	
bureaus. That company must tell the other two. 

– Experian.com/fraudalert or call  
1-888-397-3742

– TransUnion.com/fraud or call  
1-800-680-7289

– Equifax.com/CreditReportAssistance or call  
1-888-766-0008

•	A	fraud	alert	is	free.	It	will	make	it	harder	for	someone	to	
open new accounts in your name.

•	You’ll	get	a	letter	from	each	credit	bureau.	It	will	confirm	
that	they	placed	a	fraud	alert	on	your	file.	Get	your	free	
credit	reports	from	Equifax,	Experian,	and	TransUnion.	
Go	to	annualcreditreport.com	or	call	1-877-322-8228.

•	Did	you	already	order	your	free	annual	reports	this	year?	
If so, you can pay to get your report immediately. Or 
follow the instructions in the fraud alert confirmation letter 
from each credit bureau to get a free report. That might 
take	longer.

•	Review	your	reports.	Make	note	of	any	account	or	
transaction	you	don’t	recognize.	This	will	help	you	report	
the	theft	to	the	Federal	Trade	Commission	(FTC)	and	the	
police.  
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3. Report identity theft to the FTC.

•	Go	to	IdentityTheft.gov or call 1-877-438-4338. Include 
as many details as possible.

•	Based	on	the	information	you	enter,	IdentityTheft.gov	will	
create	your	Identity	Theft	Report	and	recovery	plan.	If	you	
create	an	account,	we’ll	walk	you	through	each	recovery	
step,	update	your	plan	as	needed,	track	your	progress,	
and pre-fill forms and letters for you.

•	If	you	don’t	create	an	account,	you	must	print	and	save	 
your	Identity	Theft	Report	and	recovery	plan	right	away.	
Once	you	leave	the	page,	you	won’t	be	able	to	access	or	
update them.

•	Your	Identity	Theft	Report	is	important	because	it	
guarantees you certain rights.  

4. You may choose to file a report with your local police 
department. Go to your local police office with:

•	A	copy	of	your	FTC	Identity	Theft	Report

•	A	government-issued	ID	with	a	photo

•	Proof	of	your	address	(mortgage	statement,	rental	
agreement, or utilities bill)

–		Any	other	proof	you	have	of	the	theft	–	bills,	Internal	
Revenue	Service	(IRS)	notices,	etc.

•	Tell	the	police	someone	stole	your	identity	and	you	need	
to file a report.

•	Ask	for	a	copy	of	the	police	report.	You	may	need	this	to	
complete other steps.

TIP 25: What to do if you’re HACKED! continued
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TIP 28: 
Data Breaches and Leaks 

In	the	last	few	years	it	seems	that	data	breaches	and	leaks	
have	been	stealing	all	the	headlines.	Every	week	there	seems	
to	be	a	new	company	reporting	that	they	have	been	hacked,	
or	another	government	agency	is	having	its	deepest	darkest	
secrets posted on the internet. It is pretty easy for most of us to 
turn the other way and tune out all the noise from the constant 
breaches.	However,	it	is	important	to	keep	up-to-date	about	
what is going on with these breaches. We frequently find  
that the information revealed this way sets trends for the  
type	of	attacks	and	malware	we	will	see	in	the	following	
months.	Take	the	very	recent	Vault	7	leaks	for	example	
en.wikipedia.org/wiki/Vault_7. There was a lot of interesting 
information released as a part of these documents. One of the 
more interesting things to come from Vault 7 was the root for 
the	success	of	the	WannaCry	ransomware	attack.	The	exploit	
that	made	it	easy	for	WannaCry	to	spread	throughout	the	web	
was	outlined,	in	detail,	in	the	Vault	7	leaks.

What can you do?

What	if	your	information	is	compromised	in	a	breach?	With	
all the companies being breached there is a good chance 
your information will get out here eventually. If you follow 
the	breach,	you	will	know	whether	or	not	you	have	anything	
to worry about. An easy way to find out if you have been 
breached	is	to	periodically	check	haveibeenpwned.com. You 
can even receive a notification of your information is found in 
a breach.

Keeping	up-to-date	with	this	stuff	doesn’t	necessarily	mean	that	
you	have	to	go	out	and	read	every	piece	of	leaked	information	
yourself. There are plenty of great news sources you can use 
that will sum it up and give you some insight into what the 
takeaways	are.	Just	watch	for	information	about	leaks	on	your	
favorite news site, or go straight to the source for most of them 
at	WikiLeaks.	
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ADDITIONAL RESOURCES

Visit us at wipfli.com/cybersecurity	to	check	out	our	video,	learn	more	about	our	cybersecurity	essentials	packages	and	other	
resources.	Stay	connected	by	signing	up	for	our	e-communications	or	visiting	our	blog	often:	

 
WipfliSecurity Blog

WipfliSecurity	brings	you	timely	information	that	affects	your	organization’s	security.	Connect	with	Wipfli’s	security	experts	and	get	
up-to-date	guidance	on	the	latest	threats	and	fixes.	We’ll	discuss	new	ideas	for	improving	your	organization’s	security	and	tips	to	
help you navigate your way through compliance and more. 

Visit us at wipfli.com/SecurityBlog

 
WipfliSecurity Weekly e-communication

Every	day	Wipfli’s	cybersecurity	team	scours	numerous	sources	to	identify	new	exploits,	vulnerabilities,	and	patches/updates	that	
may	be	relevant	to	our	clients.	WipfliSecurity	Weekly	brings	you	the	most	important	information,	in	a	quick-hitting	format,	every	
week.	This	communication	is	designed	for	the	technical	user	and	provides	links	to	additional	information	on	each	topic.	

Sign-up	at	wipfli.com/subscription

 
WipfliSecurity Insider e-communication

If	your	days	are	focused	on	managing	your	business,	not	managing	IT	security	and	regulatory	governance,	then	WipfliSecurity	
Insider	is	for	you!	We’ll	keep	you	in	the	know,	with	cybersecurity	thought	leadership	and	articles,	without	cluttering	your	inbox.	
WipfliSecurity	Insider	is	delivered	bi-monthly	and	provides	a	high-level	overview	rather	than	technical	detail.	But	rest	assured,	we’ll	
cover	the	issues	impacting	your	business	and	help	you	make	sure	you’re	asking	the	right	questions	about	your	security	risks.	

Sign-up	at	wipfli.com/subscription 

As always, contact your Wipfli Relationship Executive if we can  
be of assistance in any way in your cybersecurity efforts.  
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