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ougher, more expansive rules to protect the information of consumers and employees will
soon take effect. The General Data Protection Regulation (GDPR) from the European Union
(EU) addresses personal data privacy considerations through a standard set of data protection
requirements. Effective May 25, 2018, GDPR replaces the prior EU Data Protection Directive
adopted in 1995. The new regulation, unlike the prior directive, represents a standard data
protection regulation across all 28 EU countries — and has global implications.
GDPR introduces four major considerations1:
• Expanded data rights for consumers
• Mandatory breach notification within 72 hours of a data breach
• Broader coverage (including not only the data controller but also the data processor)
• Significant penalties for noncompliance
After four years of negotiating and collaborating with its members, the European Commission
announced the new regulation in April 2016, giving companies two full years to comply with its
requirements. The main issue companies in North America have had is simply figuring out whether
they are affected.

Does Your Organization Need to Comply
with GDPR?
At a baseline level, each organization should ascertain
whether it is subject to GDPR requirements by asking if it2:
• Provides products and/or services to EU residents/
citizens in EU countries
• Collects consumer personal data on EU residents/
citizens
• Manages consumer data files in or from the EU
• Employs staff members who are located/work in the EU
• Moves consumer or employee data outside of the EU
If you answer “yes” to one or more of these, GDPR
requirements apply to your organization.
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Focused criteria such as company size also are relevant;
coverage applies to organizations with more than 250
employees, or fewer than 250 employees when their data
processing efforts cover the rights and freedoms of data
subjects, are not occasional and/or include certain types of
sensitive personal data.
GDPR requirements may also apply if the organization
processes more than 5,000 data subject profiles per year,
has any type of personal information relative within EU
countries or moves covered data under GDPR outside the
EU.
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What Information Does GDPR Cover?
GDPR defines personal data as information that will identify
an individual, whether directly or indirectly. Information or
personal data covered under the regulation includes3:
• Names
• Social networking posts and profiles
• Government identifications (e.g., Social Security
number)
• Online information (e.g., IP addresses and device IDs)
• Mailing addresses
• Telephone numbers
• Email addresses
• Credit scores
• Photos
• Medical information
• Bank account details
Please note that the above is not a complete list of covered
information but rather a general starting point. Other types
of personal information included are those collected for
marketing purposes, such as political opinions, racial or
ethnic data, or views on specific activities. Personal data that
can be combined with other data to specifically identify an
individual is also covered under GDPR.

Who Within a Company Is Responsible
for the Control of GDPR-Covered Personal
Data?
GDPR specifically defines accountability for two potentially
different decision-makers, the controller and the processor:
1. The controller (also referred to as the data controller) is
the person, public authority, agency or other entity who,
alone or jointly with others, manages the data collection,
data control, purpose of usage and the means of
processing personal data (e.g., a company selling
consumer products globally and collecting personal
information on purchasers)
2. The processor (also referred to as the data processor)
is the person, public authority, agency or entity who
processes personal data on behalf of the controller (e.g.,
a vendor contracted by the controller to collect and
process the personal data)
Where information is controlled within a company will vary
by organization, and the potential duplication of data stored
in different locations is also a possibility. It’s important for
organizations to not only identify the controlling parties but
also educate their entire staff on the policies and procedures
for handling each EU citizen or resident’s personal data.
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How to Start the GDPR Risk Evaluation
Process
If you have not yet performed an internal assessment to
determine whether GDPR applies to your organization,
the time to do so is now! The May 25, 2018, compliance
deadline is quickly approaching, and to be cited with GDPR
violations is serious in terms of regulatory, reputational and
strategic risks, as well as potentially expensive due to high
monetary penalties.
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The following are beginning steps to help you ascertain
applicability and, if required, initiate proactive compliance
implementation and integration:

Undertake a complete, in-depth review of GDPR to fully understand
all aspects of the requirements, including definitions, compliance
components and privacy procedures
A. Outline definitions, requirements and data elements per GDPR and communicate with
management team members
B. Request a specific data analysis for individual consumers/residents and potential EU
exposure
C. Carefully consider third-party relationships and data coverage per GDPR

Ascertain the applicability of GDPR requirements by determining
whether your company:
A. Has employees working in the EU
B. Offers services or goods to individuals in the EU
C. Monitors the activities or behavior of covered individuals

Document the analysis and determine whether your company is
covered by GDPR
A. If your management team is uncertain about applicability due to a lack of specific
customer/individual information insights, perform an in-depth data assessment to
determine potential GDPR coverage
B. Organizations that are not covered and have documented their analyses should
continue to monitor compliance as new products, services and markets develop
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If GDPR does apply to your business, perform the following next steps:

Establish a governance supervisory process
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A. Assemble an internal team
B.
C.
D.
E.

Appoint a Data Privacy Officer
Develop an initial GDPR policy as well as procedures and processes to clearly set out specifics
Educate and discuss GDPR’s impact and the entire project timeline
Implement and follow a detailed action plan and a related timeline and budget

Conduct a comprehensive data risk assessment
A. Map all consumer data and usage, including acquisition and storage
B. Establish specific data matrices to denote special data categories and specific personally
identifiable information (PII) — sensitive data versus PII-non-sensitive data
C. Detail specific locations, whether controller or processor, and perform a coverage assessment
for all third-party vendor relationships
D. Design and implement specific operational controls and/or procedures to comply with GDPR
requirements
i. Controls should address:
a. Informed/affirmed consent to data processing
b. Explicit parental consent for a minor’s personal data (note age level for a
minor varies per EU countries)
c. Explicit consent to process special categories of data (e.g., biometric data)
ii. Mechanisms should address the data transfer between EU and non-EU countries
iii. Procedures regarding an individual’s data rights should include:
a. Access
b. Error correction or remedy
c. Restrictions on usage
d. Portability
e. Erasure
iv. Technical and physical data controls should protect data
v. Processes should govern data:
a. Data capture
b. Storage
c. Disposal
vi. Data quality and integrity requirements should ensure compliance
E. Develop and/or modify current procedures to comply with GDPR data response requirements
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Finalize GDPR policy,
procedures and related
processes

Develop a self-monitoring
process to ascertain
compliance

Utilize an independent
audit to test your GDPR
program
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These steps are the basics; each one involves various action
items and specific decision points. At the start, organizations
should ensure they clearly identify their data controller versus
their data processor(s) and take great care to consider any
third-party relationship that may be serving in a potential
GDPR capacity.
Below is a helpful timeline that can guide your organization
in complying4:
2012
2012–2016

EU Commission starts work on GDPR
Ongoing talks to reach agreements, EU
countries accept initial GDPR requirements

2016–2018
Initial Planning
Data Assessments
Build Program
Integrate and
Complete
Test Program

May 25, 2018

Determine impact per company
Complete in-depth data assessments
Design, draft and finalize GDPR program
Rollout across company and third-party
vendors
Self-monitor and audit
Deadline for required compliance

How Many Companies Are Ready for
GDPR?
If you’ve already shared the information in this whitepaper
internally and are working on or have completed the steps
laid out above, you may be ahead of the game compared to
other companies.
Approximately 18 months after GDPR was announced,
various surveys reported that many U.S. organizations were
still scrambling to prepare and comply. A TrustArc survey
reported these gaps5:
• 85% of U.S. respondents and 80% of U.K. respondents
indicated they need help preparing their GDPR privacy
program
• The majority of respondents (61% in the U.S. and 64%
in the U.K.) have not implemented their GDPR readiness
plan
• Overall spending on managing privacy has been
significantly increasing, per U.S. (47%) and U.K. (31%)
respondents

GDPR Topics That U.S. Survey Respondents Reported They Need Help With
GDPR Topic
Developing a GDPR privacy plan
Addressing and complying with international data transfer requirements
Meeting regulatory reporting requirements
Conducting privacy risk assessments
Creating data inventory and maps
Anonymizing and de-identifying data
Implementing privacy by design/privacy engineering
Managing privacy incidents and breach notifications
Managing privacy complaints and individual rights
Creating a vendor risk-management data privacy program
Obtaining and managing user consent
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Need
Significant Help

Need Some
Help

Don’t Need
Help

39%
36%
30%
26%
25%
25%
25%
23%
23%
22%
22%

46%
45%
49%
57%
53%
52%
57%
53%
51%
53%
41%

15%
19%
21%
17%
21%
23%
18%
23%
26%
25%
38%
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With the focus on GDPR, there are ancillary risks for
companies to ensure compliance with other privacy
requirements in the U.S., which has approximately 20
sector-specific or medium-specific national privacy or data
security laws, and hundreds of such laws among its states
and territories (California alone has over 25). These laws,
which address particular issues or industries, are too diverse
to summarize fully here.
In addition, companies regulated by the Federal Trade
Commission (FTC) are subject to enforcement if they engage
in materially unfair or deceptive trade practices. The FTC has
used its authority to pursue companies that fail to implement
reasonable minimal data security measures, fail to live up
to promises in privacy policies or frustrate consumer choices
about processing or disclosure of personal data.6

What Are the Consequences of
Noncompliance?
GDPR is undoubtedly going to change data privacy
management for many. Companies throughout the U.S., and
even government bodies, have been victimized by significant
data breaches. Globally, between 2013 and 2016, over
3,000 reported data breaches occurred in the financial
services industry alone, and of these, 40% led to proven
data loss.7
In the absence of the mandatory reporting that GDPR
requires, these numbers are almost certainly understating the
problem. The Equifax breach may be one of the largest ever
reported. With that in mind, companies should consider what
the future holds and what consequences they could face
from a serious data breach.
A data breach already may cost senior executives their jobs;
there are often serious reputational, brand and business
impacts to the company as well. Now with GDPR requiring
compliance in affected U.S. companies, the financial
penalties of weak data protection or data breaches could
be catastrophic. A company can receive fines of up to 2%
of the previous year’s annual revenues for a first offence and
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4% for repeat offences where a regulator has previously
ordered remedial action. Criminal penalties are also possible
for executives deemed responsible, and consumers and
affected third parties now have the right to sue organizations
responsible for data breaches.
If your executive management has already determined that
GDPR is not applicable, it would be wise to double check
just to be sure. Document your analysis and retain that
information as a guide for future risk assessments. If GDPR
requirements must be addressed and work is well underway
to comply, stay the course to ensure you meet the May
25, 2018, deadline. And, if GDPR is an unknown, today is
the best day to start the journey to understand, determine
applicability and work towards compliance.
If you’re not sure whether GDPR applies to your business
or you want to ensure your organization is compliant,
contact Wipfli. We can assess whether you’re impacted
by the regulation, help put a data privacy officer in place,
implement a privacy program that complies with GDPR and
perform readiness testing.
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